Preparing an Encrypted USB Flash drive for use with TrueCrypt

If in any doubt about any part of this process, seek advice from your local IT support, or the IT Services Helpdesk. For
installation instructions see “Installing TrueCrypt” guide.

Step 1
Insert the USB flash drive that is to be encrypted. Make a note of the drive letter assigned to it.

Step 2
Launch the TrueCrypt application. Click the Create Volume button.
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Step 3

Select the Encrypt a non-system partition/drive option and click Next.
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TrueCrypt Volume Creation Wizard

"~ Create an encrypted file container

Creates awirtual encrypted disk within a file, Recommended For
inexperienced users,

Mare information

{* Encrypt a non-system partition/drive:

Encrypts a non-system partition on any internal or external
drive {e.g. a flash drive), Optionally, creates a hidden volume.

- Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed, Anyvone
who wants bo gain access and use the system, read and write
Files, etc., will need to enter the correck passward each time
before Windows boots, Optionally, creates & hidden syskem,

Mare information abaut swskem encrypkion
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Step 4

Keep the Standard TrueCrypt volume and select Next.

[ TrueCrypt Yolume Creation Wizard o J'i.’ﬂ

Volume Type

{+ standard TrueCrypt volume

Select this option if vou wank to create a normal TrueCrypk
wvolume.

" Hidden TrueCrypt volume

It may happen that wou are Forced by somebody to reveal the
password ko an encrypted volume, There are many situations
where you cannok refuse to reveal the password (For example,
due to extortion). Using a so-called hidden wolume allows vou ko
solve such situations without revealing the password to your
wolume,

Mare information about hidden volumes
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Step 5

Click on the Select Device button.

TrueCrypt Yolume Creation Wizard - || x|

Yolume Location

W Mever save history

Encrypted device-hosted TrueCrypk volumes can be created within
partitions on hard disks, solid-state drives, USE memary skicks, and
on any okther supported storage devices, Partitions can also be
encrypted in place,

In addition, encrypted device-hosted TrueCrypt volumes can be
created within devices that do not contain any partitions {including
hard disks and solid-state drives),

Mate: & device that contains partitions can be entirely encrypted in
place (using a single key) anly if it is the drive where \Windows is
installed and from which it boots,
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Step 6
Select the drive letter (second column) associated with your flash drive that is to be encrypted, by either double

clicking it or selecting it and click OK.

Select a Partition or Device ﬂ
Device | Dirive | Size| Mame: |
Harddisk 0: 74.5GE
1 DeviceiHarddiskOlParkition 1 C 74.5GE Local Disk

Removable Disk 1

|DeviceiHarddisk 1 Parkition 1 g 953 MEB  GLACERT
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Step 7

You will see this warning. We recommend that you select Yes as we wish to encrypt the entire drive, not create a

encrypted file on the drive.
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'j IMPORTAMNT: We strangly recommend that inexperienced users create a TrueCrypt file container on the selected device/partition, instead of attempting to encrypt the entire devicefpartition.
L

When you create a TrueCrypk file container {as opposed to encrypting a device or partition) there is, for example, no risk of destroving a large number of files, Mote that a TrueCrypt File

conkainer {even though it contains a wvirkual encrypred disk) is actually jusk like any normal file, Therefore, it can be, for example, easily renamed, moved, or copied as any normal file. For more
information, see the chapter Beginner's Tutorial in the TrueCrypt User Guide,

Are you sure you wank ko encrypt the entire deviceipartition?

Step 8
Click Next.

[ TrueCrypt Yolume Creation Wizard il J'i.’ﬂ

Volume Location

| ' Device\Harddisk1\Partition1 :_J Select Device. .. |

I Mever save history

Encrypted device-hasted TrueCrypk wolumes can be created within
partitions on hard disks, salid-state drives, 56 memaory skicks, and
on any okther supported storage devices, Partitions can also be
encrypted in place,

In addition, encrypted device-hosted TrueCrypt wolumes can be
created within devices that do nok contain any partitions (including
hard disks and solid-state drives).

Mote: & device that contains partitions can be entirely encrypted in
place {using a single keyw) only if it is the drive where Windows is
installed and From which it books,
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Step 9
Move any data from the USB flash drive onto the hard drive of your system and select Create encrypted volume and
format it, then click Next.
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YVolume Creation Mode

{+ Create encrypted volume and format it

This is the Faskesk way bo create a partition-bosted or
device-hosted TrueCrypt volume {in-place encrvption, which is
khe other option, is slower because content of each sectar has
ko be firsk read, encrypted, and then writken), &ny data
currently stored on the selected partition/device will be lost (the
data will NOT be encrypted; it will be owensritten with random
data). If you want to encrypt existing data on a partition,
choose the other option.

" Encrypt partition in place

The entire selected partition and all data stored on it will be
encrypted in place. If the partition is emply, yvou should choose
the other option {the volume will be created much Faster).

Help J Cancel
Step 10
Keep the default options and click Next.
[ TrueCrypt Yolume Creation Wizard o J Z!Jﬂ
ol Encryption Options

(~Encryption Algorikhm -

T - e |

FIPS-approved cipher (Rijndael, published in 19983 that may be
used by L5, government departments and agencies o prokect
classified information up to the Top Secret level. 256-bit keyw,
1258-bit block, 14 rounds (AES-2561, Mode of operation is XT3,

Maore information on AES Berehrrare

~Hash Algarithm

RIPEMD-140 _:_J Information on hash algorithms
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Step 11
Click Next.

[ TrueCrypt Yolume Creation Wizard ~|= ‘:n_ci

Yolume Size
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Size of \Device\Harddisk1'\Partition1 is 983.97 MB

Please werify that the size of the selected devicefpartition shown
above is carrect and click Mesxt,
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Step 12

Set a password; ensure that it has a reasonable level of complexity then click Next.
IMPORTANT NOTE: If this password is lost the information on the disk will NOT BE RECOVERABLE, and lost
forever. You have been warned!

[ TrueCrypt Yolume Creation Wizard -|= )ii

Volume Password

Password: 1

Confirmm; !
[ Use keyfiles

It is wery important that you choose a good passwaord, You should
avoid choosing one that contains only a single word that.can be found
in a dictionary {or a combination of 2, 3, ar 4 such words), It should
nok conkain any names or dakes of birth, It should nok be easy to
guess, & good password is a random combination of upper and lower
case letters, numbers, and special characters, such as @ ~=4$* +
etc, We recommend choosing a password consisting af more than 20
characters (the longer, the better). The maximum possible length is 64
characters,
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Step 13

Follow the on screen instructions for the Collecting Random Data dialogue, then press “Next”.
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- YVolume Format

Options

Filesystem 1 Cluster{ =3 v| [ GaickFormat

Random Pool: 4FGC2FAFDEG38054F6DE22039D4AESF30 W |
Header Key: CA4SE3QEAODAIOTLIAIE40AE326476275. ..
Master Key: DEAF4066T19FEGOR59]1D8EABLIFELZF VT, ..

Done| 10.096%  Speed| 33MBfs  Left 4 minutes

IMPORTANT: Mowve wour mouse as randomly as possible within this
window, The langer wou move it, the better, This significantly
increases the cryptographic strength of the encryption keys, Then
click Format to create the volume.

Step 14

You may be presented with this warning, if you agree, click Yes.

TrueCrypt ¥Yolume Creation Wizard J

(] CAUTION: ALL FILES CURREMTLY STORED QM THE SELECTED PARTITION '\DeviceHarddiskliPartitionl’ (Fi 'GLACERT') WILL BE ERASED AND LOST (THEY WILL MOT BE ENCRYPTED)!
LI

Are wou sure you want bo proceed with Format?

Step 15

Read this notice which explains how to access the encrypted flash drive for use.

TrueCrypt Yolume Creation Wizard ﬂ
'E IMPORTANT: Please keep in mind that this volume can NOT be mountedaccessed using the drive letter Fi, which is currently assigned to it!
= To mount this volume, click ‘Guto-Mount Devices' in the main TrueCrypt window (alternatively, in the main TrueCrypk window, click ‘Select Device', then select this partitionfdevice, and click
‘Mount’). The volume will be mounted to a different drive letker, which wou select from the list in the main TrueCrypt window,

The original drive letter F: should be used only in case you need to remove encryption from the partition/device {e.q., if wou no longer need encryption). In such a case, right-click the drive
letter F: in the ‘Computer’ {or "My Computer') list and select ‘Format', Otherwise, the drive letter F: should never be used (unless you remove it and assign it to another partition/device).

Step 16
Click OK.

TrueCrypt Yolume Creation Wizard ﬂ

y The TrueCrypt volume has been successfully created.




Step 17
Click Exit.

[ TrueCrypt Yolume Creation Wizard

Volume Created

The TrueCrypk volume has been created and is ready For use. IF wou

wish ko create another TrueCryept volume, click Mext, Otherwise, click
Exik,
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